<_ CmWorth

SwiftWing Sirius NDR

ComWorth Co., Ltd.
Communication Equipment Div.
Sirius Ver5.8

Rev.8 2022/12/20



<_ CmWorth

SwiftWing Sirius NDR Overview



SwiftWing Sirius NDR Overview <_ ComWerth

MADE IN @TA, TOKYO

Since 2003, The SwiftWing Sirius series is developed,

designed and built in Japan.

For more than 15years, we develop and sell

SwiftWing Sirius to customers around the world.

The SwiftWing Sirius NDR(Network Drive Recorder) is
the only device that supports 10MbE to 100GbE
(10M/100M/1G/10G/25G/40G/50G*/100G).

* 50G coming soon
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Full Choice System / Multi Card <_ CmWirth

We have full-choice-system due to offer the best system that fits customer’s environment.

We can provide various combination such as media-interface, storage performance, capacity,
operating environment, and required functions.

Currently we have 3 media-interface types and each interface can built with all storage-unit.
(Rack Mount , Portable, Portable L, Portable Compact, Portable Super Light)

Since version 5.2, Sirius supported multi-card which can carry up to 2 media- interface in one
chassis.

Rack Mount Portable M Portable L Portable Compact Portable Super Light




Full Choice System / Multi Card <_ ComWrth

High-capacity storage

The Sirius NDR supports high-capacity storage up to 20.0PB(Typel1LX).
Because of high-capacity storage, it can capture traffic over time.
The Sirius NDR supports RAID50/60, even HDD has problem, SIRIUS can be recovered.

Storage Performance

Storage performance can achieve up to 200Gbps in writing performance.

Sample model Storage Performance *Varies depending on the model (all values are in RAID 5/ 50)

Sirius NDR 1U Model 25Gbps ** ** Varies depending on the type of SSD installed
Sirius NDR 2U Model 80Gbps **
Sirius NDR SSD 4U Model 110Gbps
Sirius NDR Multibox Type 2LH 25Gbps
Sirius NDR Multibox Type 2L 50Gbps
Sirius NDR Multibox Type 3L 100Gbps
Sirius NDR Multibox Type 11LX Over 200Gbps
Sirius NDR Portable M 55Gbps **
Sirius NDR Portable L 110Gbps **
Sirius NDR Portable Compact 50Gbps




Full Choice System / Multi Card <_ CmWirth

4 types of multi-rate media interface

We offer 4 types of multi-rate media interface that is compatible with multiple media with
one capture card.

Sirius can carry up to 2 multi-rate media interface in one unit.

Supported media SFP/SFP+
module

z ST TS

10Mbps : 10Base-T . .
100Mbps : 100Base-TX

1Gbps : 1000BASE-SX/-LX/-T

10Gbps : 10Gbase-SR/-LR/-T

Supported media SFP/SFP+
module
O @20 O

10Mbps : 10Base-T
100Mbps : 100Base-TX
1Gbps : 1000BASE-SX/-LX/-T
10Gbps : 10Gbase-SR/-LR/-T

10G-A2 Multi-rate media interface

©

Supported media-rate

10G-B1 Multi-rate media interface

Supported media-rate




Full Choice System / Multi Card <_ CmWirth

100G-A2/100G-A3 Multi-rate media interface

Supported media QSFP+/QSFP28
module

Total Port 2
[ ] [ ]
10Gbps : 10Gbase-SR/-LR/-T |: :-] -] S © j
25Gbps : 25Gbase-SR/-LR/-CR > >
(RS-FEC supported)
Supported media-rate 40Gbps : 40Gbase-SR4/-LR4/-CR4
50Gbps : 50Gbase-SR2/-LR2/-CR2 *
100Gbps : 100Gbase-SR4/-LR4/-PSM4/-CLR4/
-CR4/-ER4 (RS-FEC supported)

* 50G supports later



Multi Channel / Multi Port <_ ComWrth

The Sirius NDR can be configured up to 4 channel according to the user settings and all 4 channels
can capture simultaneously.

In each port configuration, up to 16 ports of media (100G-A2/A3 media interface card*2,
10G*8ports) can be assigned to each channel.

Channels generate streams for each capture in separate PCAP files.

Therefore, it can be analyzed immediately from application *! on built-in Wireshark and hypervisor.
It can also be downloaded to the user terminal by using FTP/SFTP.

(*1) option

ard Interface

Card 100G-A1 #2 (8x10Gb) Card 10G-B1 #1 (4x10Gb)

Card Selection and Port Assignment

Available Cards: 10G-B1 #1 (4x10Gb)

Number of Channel: 4
Port 4(Ch2)

SFP+ (Op)
Channel 1: Port

Channel 2:

Port 2 Port3 Por
Port 2 Port3 Por
Port 2 Port3 Port

Port2 Port3 Port

Port 3(Ch1)
SFP+ (Op)

Channel 3:

5 oR R R

Channel 4: ed)

Port 2 (Unus
Empty

Port 1 (Unused)
Empty

CEmmE== ==l

Channel configuration Dashboard




Multi Channel / Multi Port — 4-Channel configuration

cn e eavie [ |

Session:

@ New Resume

Filename:

Capture Format:
o Nanosecond PCAP PCAP

Packet Slice Length:

No Slice |t |0 S| bytes
Pre-filter:
No filter v
Duration:
@ Continuous Duration

Capture File Split: @
No file split (1 file) @Sphtbyﬁlesize Split by time

Select file size: @
256 MB (Optimum file size with high load) v
Microburst:

Packet Index for the Post-filter: @

Packet Alert:

Session:

(v Il

O New Resumne

Filename:

Capture Format:
@ Nanosecond PCAP PCAP

Packet Slice Length:

No Slice |+ |0 +| bytes
Pre-filter:

No filter v
Duration:

O Continuous Duration
Capture File Split:
No file split (1 file) OSpIit by file size Split by time
Select file size:
256 MB (Optirnurn file size with high load) v

Microburst:
Packet Index for the Post-filter:

Packet Alert:

Capture File Rotation:

No rotation Rotate by files 0 Rotate by diskspace

Select % to rotate by:

90
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Li] Set all channels as default

-

Session:

Enable m Ch4

Session:

Set as default Enable

ONew Resurne ONew Resume

Filename: Filename:

Capture Format: Capture Format:

0 Nanosecond PCAP PCAP O Nanasecond PCAP PCAP

Packet Slice Length:

Packet Slice Length:

No Slice - |t |0 T bytes No Slice - |t |0 < bytes
Pre-filter: Pre-filter:

No filter v No filter v
Duration: Duration:

OCDnunuaus Duration 0 Continuous Duration
Capture File Split: Capture File Split:
N file split (1 file) (0] Split by file size Split by time No file split (1 file) OSpht by file size Split by time
Select file size: Select file size:
256 MB (Optirnum file size with high load) v 256 MB (Optimurm file size with high load) v

Microburst: Microburst:

Packet Index for the Post-filter: Packet Index for the Post-filter:

Packet Alert: Packet Alert:

4-Channel configuration

10



Multi Channel / Multi Port <_ ComWerth

Multi-Channel Image

Sirius NDR

DUT 2

chl 100G-A2/A3 Medial/F - 1
—
'. [  PcAPFile

[l  PcAPFile

ch3
100G-A2/A3 Medial/F - 2
—|
'. [  PcAPFile

analyze

ch4

E - [  PcAPFile

DUT 4

O 100G-A2/A3 Media I/F*2 configuration

O ch1 : Port Nr.0(100G-A2/A3 Media I/F — 1)
ch2 : Port Nr.1(100G-A2/A3 Media I/F - 1)
ch3 : Port Nr.0(100G-A2/A3 Media I/F - 2)
ch4 : Port Nr.1(100G-A2/A3 Media I/F -2

_lng 1l

11



Capture Function <_ CmWirth

3 Onew O
Capture-Function Overview
TG @ Narosecondpcie L poap
Sirius NDR can set and capture the configuration for each channel 2]+ [o
that being set by the user.
It is possible to capture without falling down to the rate below the T Y | mms

Capture File Spiit: @ No fle splic (1 fe) ‘@ Splic by file size ) Spiic by cime

storage performance of each model* (see page 6) .
Capture files (in PCAP format) are generated in different directories
for each channel.

* Performance may drop if other functions are used simultaneously with capture. rotate by:

Select file size: @ 256 MB (Cptimurn file size with high load for 550 Model)

CapEEEelRy o R (2) ey ey

The following items can be set when starting the capture o
perotns @ro Oupr O O oo
» PCAP File Format
» Packet-Slice
» Pre-Filter
» Capture Period e
» File-Split Method & Conditions s
» Rotation Method & Conditions @
» Micro-Burst Analysis Enable/ Disable
» Traffic Analysis Enable/ Disable - ottt 1]fo o=
» Indexing Enable/ Disable s
» Packet-Alert Enable/ Disable

Packet Alert:




Capture Function — Packet Slice <__ CmWerth

Sirius NDR can slice captured packet to any size and save it in PCAP File. The packet sliced size

specifies the length in bytes from the beginning of the Ethernet frame header to the portion to
be acquired. Data after the Packet-Slice setting size will be discarded.

Packet-Slice saves space of capture storage by removing payload portions that are not needed for
analysis.

Minimum Packet-Slice size 64Byte

Maximum Packet-Slice size 10,000Byte
Packet Slice: 78 bytes

Z
IPv6 RTP Payload
14 byte 40byte 8byte 16byte

. Slicing applied
(o] v o | -
o
. Discard %,
(04

Capture (78byte)

13



Capture Function - Pre-Filters

<_ CmWorth

Pre-Filters can apply basic filters such as Mac address, IPv4 / IPv6 address, protocol type,
TCP/UDP Port number and apply any value(Hex, Bit) to any offset of the packet.
Enabling this function will not affect capture performance.

Pre-Filters can easily change the filter or cancel the filter setting as well as during capture.

Y Load Pre-filters

2021 Jun 18, 14:50:42

NTP: @ PTP: @ PPS: @

Pre-filters Currently Loaded

These are the active pre-filter for current capture:

ip_n_port (Ch1) il Unload Pre-filter

O Al Resume Captures associated with this Pre-filter in Schedule and Startup Capture will be unloaded.

Capture Volume

« 4.56

Host Memory Host Memory
s it Port{Ch1) Fort2(Ch2)

(Ch1) (Ch2) Chi Ch2

~

1.86 0 1.34 0.61 (A) e
Capture On Capture Off

Pre-filter Load

Pre-filter may be loaded fraom the list below.:

arp_only v » Load Pre-filter - Ch1

o

All Resume Captures associated with this Pre-filter in Schedule and Startup Capture will be loaded with latest selected
e-filter.

14



Capture Function - Pre-Filters <_ CmWirth

Profile 1
Profile Type : | TCP / UDP port 80 Advanced
Profile 1
IP Wersion : | IPvG -
Profile Type : | Pamern Match Fiter Advanced
IPv
Exclude Frames
Pattern
Source |Pve Address : w0
Source |PvE Netmask . i - P P £ (41 28) v
Exclude Frames
Destination IPv6 Address =0
N Dynamic Offset | TCP Payload -
Destination IPv6 Netmask : i - - T £ (41 28) -
Fixed Offset - |10 bytes
Pattern Length :| 2 [ ==
Layer 4
A Pattern - 0 | abod
Exclude Frames
Protocol : o TCP upp
Source Port 80
Destination Port: | 80 Save Cancel

Save Cancel

15



Capture Function - Pre-Filters <_ CmWirth

Filter Conditions that can be set by Pre-Filters

1. Mac address, Ethernet type, VLAN, IPv4/IPv6 address (incl. net mask). TCP/UDP Port number
2. Frame length —Selectable from 64 to 10,000 Bytes

3. Protocol
 Layer2 : ETHERNETII | LLC, SNAP, RAW
* Layer3:IPv4, IPv6, IPX, IPv4 IPPROTO, IPv6 NEXT HEADER
* lLayer4 : IPv4 ICMP. IPv6 ICMP
e Other : JUMBO, BROADCAST, MULTICAST., MPLS.
L3 NOT RECOGNISED. L4 NOT RECOGNISED. ISL, VLAN

4. Error-type
CRC. RUNT, Oversize. Fragment, Jabber, IP Checksum, TCP Checksum, UDP Checksum

5. Dynamic offset
Any offset value can be specified in the Packet and a range of up to 64 bytes can be specified
as a filter condition from the offset .

16



Capture Function — Packet-Alert Function <_ ComWrth

Packet-Alert function is a function to send an alert to SNMP Trap / Syslog / Email when a specific
packet is detected. If an abnormal packet is detected, the administrator will be notified

immediately with SNMP Trap or Email to take action.
For packet detection can used the same filter definition as the Pre-Filter.

This can detect not only the usual IP/TCP protocol headers, but also the payload, so alerts can be
applied to application methods and responses to them.

Search: i} Show 10 - entries 1

“»

Name - Pre-filter type Created By 3 Pre-filter Packet Alert Action Analysis Unit

o co a EBn
Notice Interval
o coon o Eon
Cust d EB Alert Type: Remote Syslog SNMP Trap E-Mail
v v rd
—— o : @ o onn .
am d Eon

Showing 1 to 5 of 5 entries

Packet-Alert send Configuration

Packet-Alert definition control

17



Capture Function — Packet-Alert Function <_ ComWrth

Example: Generate an alarm when detecting the following traffic

» The source TCP port number is 443 and the destination port is 36578

) Packet-Alert name configuration
Profile 1
S Profil
Profile Type : | TCP port 443 Advanced ave Profile
— Profile Name:
|P Version : | IPv4 (all) - e e
Layer 4
Exclude Frames
Protocol : @ TCP uDP
Source Port 1 443
Destination Port : | 443
Packet Alert:
Profile: HTTPS
5 C | - .
ave ance Capture configuration

Packet-Alert definition configuration

18



Capture Function — Capture Period <_ ComnWerth

It is a function that can automatically stop capture after a certain period of time from the start of
Capture. It is useful when you want to capture to run a test for a fixed amount of time.

Specifiable period : 1 second to 99 days 23 hours 59 minutes 59 seconds

Duration: . @ §
Continuous Duration

Stop after: 0 - days |0 - |hours | 0 = |minutes | 0 - |seconds

If the capture period is continuous, capture will continue until the stop button is pressed.



Capture Function - File Split <_ CmWirth

The division method and conditions of captured PCAP file can be specified. The division method
corresponds to the following 3 types and conditions.

» Invalid(only 1 file)
» Split by file size
> 32MB/64MB / 128MB / 256MB /512MB / 1GB / 1.5GB / 2GB / 4GB
» Split by time
» 1sec/ 5sec/ 10sec / 15sec/ 30sec / 1min / 5min / 10min / 15min / 30min / 1hour

Capture File Split: @ No file splic (1 file) ) Spic by file size ) Splic by time Capture File Spiit: @ No file splic (1 fle) ' Splic by file size ) Splic by time

Select file size: @

256 MB (Optimum file size with high load for 55D Model) Select time: 1 second
Capture File Rotation: No rotation — Zapture File Rotation: Mo ratation —
64 MB 5 seconds
Select % to 80 128 MB Select % to 90 10 seconds
rotate by: . o P rotate by:
256 MB (Optimum file size with high load for 350 Model) 15 seconds
MICTOEOTE 312 MB (Cptimum file size with high load for HDD Madel) Microburst: 30 seconds
1GE 1 minute
Advanced Analysis: € 1.5GB dvanced Analysis: @ 5 minutes
2GB 10 mi
dex for the Post-filter: {ex for the Post-filter: minures
o 4GB o 15 minutes

20



Capture Function - File Rotation <__ CmWerth

Sirius NDR supports file rotation function that automatically deletes the oldest file when

the saved capture file reaches a specified storage capacity.
The function can be specified by the capture storage volume usage or the number of files.

Using This function can realize continuous packet capture without interruption.

Capture buffer

90% / 100 File " )

[ File 1 I File 2 File 3 File 100 File 101 File 102

Deletef Delete
Capturgi_.g.;grage

%%

21



Capture Function — Microburst Analysis <_ ComWrth

Microburst analysis aggregates and records throughput information every 500 microseconds. You can
set a threshold for throughput, the function generates an alert (SNMP Trap / Syslog / Event log) when
throughput is exceeded. Also, the function is possible to automatically Lock the PCAP files of containing
the packets for not overwrite.

Record at the same time as capture (only 1ch)

Record throughput statistics every 500 microseconds (2000 records per second)

Store last 7 days of statistics data

Support for statistics data export in CSV format

Alert Notification (Event log / SNMP trap) and PCAP file overwrite prohibition by threshold setting
(Traffic rate, Number of counts vs Detection time)

YVVVVY

Microburst Alert Configuration @

Threshold (%): 50

@ Aggregated ports on acting channel.

Analysis Unit: 1 seconds 0 millisecon ds

Notice Interval: 2 seconds

Alert Type: Remote Syslog SNMP Trap E-Mail

@ File Lock:

22



Capture Function - Traffic Analysis

This function analyzes and graphically displays the
amount of captured traffic by application and IPv4
address pair.

By using this function, the status of captured
traffic can be analyzed by application and IPv4
address pair. This function is useful for getting an
overview of the traffic and investigating the cause
of bursts.

<_ ComWirth
- ...

Traffic volume graph by application

B ch1-2021-07-07-131151 - PTUS—Sa 2 5HEER O

150.0 Mbps

2021-07-07 13:37

< X—hUtey b

S ® HITP (TCP Port 80): 10.1 Mops
. ® HTTP (TCP Port 8080): 7.0 Mbps
| \ 9 HITTPS (TCP Port 443 &7 Mbps
100.0 Mops \\\ s‘ A ® SMIP (TCP Port 25, 587): 7.6 Mbps
l | \/ g ® POF3 (TCP Port 110, 995): 7.8 Mbps
\ IMAPS (TCP Port 143, 993): £.2 Mbps
g ® FTP (TCP Port 20, 21): oMb REECCEESt2Zl)
‘ 0 ® SMB (TCP Port 139): 2.9 Mbps
50,0 Mbps o ® APNS (TCP Port 5223): 9.2 Mbps
® MySOL (TCP Port 3306): 9.5 Mbps
e s — 3 | e DNS(TCP/UDP Port53) 9.8 Mbps
L | ® QUIC(UDP Port 443): 104 Mops
® Userdefined (TCP Port 65535 10.1 Mops
Other 11.3 Mops
21070

Traffic volume graph by IPv4 address pair

B> €h2-2021-07-07-091901 - IPv47 ELAXPRLEER ©

172.24.32.1 <> 172.16.0.1

80 (Eifoss v |

[
55.255.255.255 <-> 192.168.0.1

10.10.20.20 <-> 10.10.10.10
19216893 <-> 192.126.5.4
10.20.30.40 <-> 10.20.35
10123 <-> 10.1.0.1

172.2433.1 <-> 172.16.0.1

172.16.21.200 <-> 172.16.1.5 172.16.21.200 <-> 172.16.1.5
192.168,10.10 <-> 192.168.10.5 192.168.10.10 <-> 192.168.10.5
L
0 Gits .0 Ghits

0 Gbits 4,0 Gbits 5.0 Ghits 0 100.0 Kpkts 200.0 Kpkts 300.0 Kpkts 400.0 Kpkts 500.0 Kpkts

JUry bR

Confidential 23



Capture Function — Real-time Index File Creation <_ CmWirth

The function is to create an index file for Post Filter at the same time as capture.

By using this function, it is possible to execute Post Filter immediately without waiting for index
file creation time and extract desired packets.

Packet Index for the
Post-filter: @

Any field can be selected for the index, as

MAC Address: shown in the left figure.

Ethernet Type: By selecting only the fields that are scheduled
to be extracted in the post-filter, the speed of
index file generation can be improved and

O s PVA/IPYG storage capacity can be used more efficiently.

Protocol(in IP Header):

VLANT:

VLAN2:

IP Address:

0000

Port(TCP/UDP/SCTP):

000

Universal Filter 1:

Profile: No Profile v

Offset: From Head of Frame = | | 0 Bytes

Length: 1 w Bytes
Universal Filter 2:
Universal Filter 3:
Encapsulation Protocols:

GTP-U: UDP Port | 2152

24



Capture Function — Schedule Capture / Startup Capture <_ CmWirth

Schedule Ca ptu re Scheduled Capture Form
Select Channel: @ chi ch2 m
Schedule capture is the function to start schedte e @ sy st
capture on a set date, time or day of the
wee k . Start Time: 0 -
Capture settings can be set for each task.
It is used when you want to start capture e
at a fixed time' Packet Slice Length: No Slice
Startup Capture
Startup capture is a function that starts T ———
capture automatically when Sirius starts.
User's Default Capture Profile Startup Capture Profile

Auto Capture on Startup: €

25



Post Filter Function <__ CmWorth

Post Filter is a function that enables fast search and extraction of stored packets using an index
that created during or after packet capture.

New PCAP files can be created by extracting the desired packets using the fields specified at the
time of index file creation as keys.
The files can be downloaded externally via Web GUI/FTP, etc.

T Post Flter Resuit Pmbar of packat: 14
) & Export=d previusty: Check Past Filker Tnb in Fises page or Downioad fram Mistory table:
e B B Earere PP e B—re———

v " v v 20410201 24812102 -

v v D Sl &

L] o] -] m 451710 @

. . . e B

e B

s imi: @ e B
o e -
B niswory & P
Post Filter D Post Filter®

26



Post Filter Function <__ CmWorth

Filter Condition

(Empry)
General Aggregation List Range Combination Not Operator Universal Filter Packet Limit
MAC Address
Filter fields Filter syntax Example
Et h e r Ty pe Frame Length (Decimal) frame.len frame.len = 100
me. | 100

First VLAN ID

Second VLAN ID
Source / Destination IP Address (Accept Range) pryTTTE
Protocol Number o P

Source / destination Port Number (Accept Range) o e it 2
Universal Filter(Up to 3) Ethernet Type (Decimal Hexadecimal) eth.type ﬁfﬁ,ﬁ&

VVVVVVVYY

. VLAN1 1D (Decimal) vlan.id vlanl.id = 32
GTP-U inner packet(IP Address, Protocol, Port e

VLAN2 ID (Decimal 1) vlanZ.id vlan2.id = 64

Number) ey
Filter conditions can combine multiple conditions

ip!=192.168.1.1

with “and”. It also supports complex syntax = P

ip.src!=192.168.1.1

conditions, such as comma separators and range e s =1686400

ip.dst!=192.168.1.1

specifications. ol Oecims) e P

Filter Conditions D

27



Post Filter Function—- Universal Filter Usage Example

<_ ComWirth

Extraction by PTPv2 Message Type

Many message types exist in PTPv2, including Sync/Follow Up/Delay Request/Delay Response.
In this example, only Delay Request messages are extracted from PTPv2 communications using post-filter pattern matching

(universal filter).

Capture Configuration

Suppose PTPv2 exists on top of Ethernet (14 bytes)/IP (20
bytes)/UDP (8 bytes).

(*If the packet size changes depending on the VLAN, it is
necessary to adjust Offset and Length, or select "from the end of
the frame" to set the packet size.)

»

Universal Filter 1:

Post Filter Configuration

Specify filter conditions using ASCII codes (hexadecimal notation)

Filter: €@ pattern = 0><o1\

*The message type is indicated by the value of the last 4 bits

Sync Message : 0x00

Delay Request Message : 0x01 (This time, this message is extracted.)

Profile: PTPV2 Message Type v Follow Up Message : Ox08
Delay Response Message: 0x09
Offset: From Head of Frame v
*The upper 4 bits are the transportSpecific field and their values
42 Bytes
change depending on the hardware. In this example, it is assumed that
[enEth: 2 v Bytes 0x0 is always specified.
Filter result ‘
THRALI A [ /¢y bom: 100
10 - |#EE
] MACT Bl A—HH1T VLANT/VLANZ ID IPP EL-A JORILES m—b JU— GTP-U (Inner) JUr b
2020-07-31 17-19:01.567057029 ;' 0x0800/ -/ - ::El :; 17 ;:iT_; 01 a2
2020-07-31 17:19:01.567057041 ; 0x0800/ / - :::1: :; 17 éiT_; o1 o
P Sre: P VLANT ID: - Sre: 192.168.1.1 . Sre: 319 R
202007 SIS0 575587179 Dst: =800 VLANZ ID: - Dst: 224.0.1.129 e Dst: 319 o 2

28



Post Filter Function—- Universal Filter Usage Example

<_ CmWorth

Analysis screen in wireshark

Mo. Time Source Destination Protocal Length  Info ~
1 1590486676. 282045664 172.24.166.22 224.8.1.129 PTPv2 90 Delay Req Message

( 2 1598486676.285317235 172.24.166.22 224.8.1.129 PTPv2 9@ Delay_Req Message

! 3 1590486676. 286381548 172.24.118.198 224.8.1.129 PTPv2 90 Delay_Req Message

| 4 1598486676.287299078 172.24.166.22 224.8.1.129 PTPv2 90 Delay Req Message

! 5 1590486676, 289128838 172.24,118.198 224.8,1.129 PTPv2 98 Delav Reg Message d

> Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)

» Ethernet II, Src: AlbedoTe_8@:15:66 (88:db:le:@0:15:66), Dst: IPvdmcast_81:81 (01:08:5e:80:01:81)

» Internet Protocol Version 4, Src: 172.24.166.22, Dst: 224.8.1.129

» User Datagram Protocol, Src Port: 319, Dst Port: 319

v Precision Time Protocol (IEEE1588)

> geea ....

transportSpecific: @x0

. BBB1l = messageld: Delay Req Message (@x1)

. 8018 = versionPTP: 2

messagelength: 44
subdomainlumber: @
» flags: ©@x6e08

» correction: @.000080 nanoseconds
ClockIdentity: @xB@dblefffed@l566

SourcePortID: 1
sequenceld: 1068

control: Delay_Req Message (1)

logMessagePeriod: 127

originTimestamp (seconds): 15880844691
originTimestamp (nanoseconds): 243955658

0ooe 81 ee 5e 9@ 81 81 6@
0ol6 90 48 09 0O 48 00 40
0026 81 81 el 3f @1 3f e
0030 90 60 @9 0O o6 @0 6e
Bo4e  le ff fe 80 15 66 8@
0056 a3 93 @e Ba 77 c2 81

db
11
34
ae
81
ed

le 0@ 15 66 @8 @8 45 60
86 f5 ac 18 a6 16 =0 80
60 00 @1 82 0@ 2c @0 00
Be 00 60 00 06 ©8 60 db
B84 2c @1 7f 00 8@ 5e a7
81 15

29



Packet Replay Function <__ CmWorth

Create replay session by Time Range

Overall of Packet Replay Function

Capture Graph

Packet Replay is a function to reproduce packets U | J
according to time stamp of the PCAP file; It
sends packets to Sirius capture port. User can

specify PCAP file from captured PCAP file by R e =
Sirius or user upload PCAP file. o e .

TX memory size 17,179,869,184 Bytes

Total Capture Range: 2020-05-27 10:32:23 ~ 2020-05-27 10:50:32

Total size of selected file(s) 252,225,132 Bytes v

It is possible to reproduce and verify problems
on the reproduced packets according to the time
stamp. —

Replay Status

Replayable PCAP file size supports up to 500GB * @ Fepayingatror

400,72/ 10,000 Mbps 4.01%
- [ ec——
and Can perform Iong term paCket replay. 415,232 / 3,651,416 packets (329,216,024 / 2,895,253,016 Bytes ) 1%
-
Count: 1/5 2%
* Require extra memory option. LRSS

Load Status

Loaded: forensic (Nanosecond PCAP)

2,853,677,112/2,953,677,112 bytes 100 %

30



Packet Replay Function <__ CmWrth

Configuration of Packet Replay Function

There are 3 ways to specify a PCAP file for packet replay:

» Specify a time range within a capture session
> Specify multiple files in a capture session Egae =t

Oa NTP:® PTP:@ PPS:@ ' 533 228061 2290.61 ~ L
P ile by user
= @ Q
Create replay session by Time Range
CaplureGraph ananananananananan o
ssssss fes
rrrrrr e
| [ o &
‘ 0
0 &
| | e &
Capture Period Delete/Rotation Period L1
0 &
o &
Total Capture Range: 2020-05-27 10:32:23 ~ 2020-05-27 10:50:32 =
0 &
o &
Session Narme filename
® StartTime (3) O 2020-05-27 10:32:23 = Selected Files
eeeeeeeee
Show 10+ entries
U EETeEE e (T ] . m— - o | TS
TX memoary size 17,179,869,184 Bytes
Total size of selectad file(s) 252,225,132 Bytes v m Locked fles: 0
Reset Creats
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At a glance, you can the long-term traffic fluctuations. Displaying traffic statistics in real-time
graph which the statistics data can be exported in CSV format.

E= ch1-2020-05-26-193437 T3 B|Q
Q
Graph Q| & Counters Size Frames by Port Bytes by Port &
250 Mbps Physical Rx Rate
100G-A1 #1 Port 1 Bits per second 4,135,568
100G-A1 #1 Port 5 Bits per second 4,135,568
20.0 Mbps
Detailed Packet Counters
Frames Received 345032
15.0 Mbps . .
Bytes Received 271.224.410
Frames Captured 340,452
10.0 Mbps Bytes Captured 268,328.262
Packets filtered o
5.0 Mbps Packets dropped (bandwidth limit) 1}
Error Frames Received o
Error Bytes Received [
0
EtherType Counters
20/05/26 20/05/26 20/05/26 20/05/26 20/05/26
19:35:00 193530 19:36:00 193630 19:37:00 .
IPv4 Frames received 340,146
IPv6 Frames received a
WWWW W VLAN Frames received 0
B FCoE Frames received o
20/05/26 20/05/26 20/05/26 20/05/26 20/05/26 . e Ture Crame e T
133500 133530 19:36:00 193630 19:37.00 e ptrer] 23
Bits captured 100G-A1#1 Port1 A~ 100G-A1 #1 Port5 IP Payload Type Counters
TCP Frames received o
UDP Frames received 340,146
B 5CTP Frames received [
W GRE Frames received [
W Other IP Payload Type Frames Received a

32



Realtime Monitor Function- Alert function linkage®
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Linkage with various alerts, such as traffic utilization alerts, to display the location of alerts in the

graph when they occur.

Linkage with Traffic Utilization Alerts

Graph Q
7.0 Gops Higher Alert occurs
(Traffic above 5.0 Gbps is
6.0 Gbps detected)
5.0 Gbps
\otice interval Notice
4.0 Gbps 30 seconds interval
30 seconds
3.0 Gbps
Lower Alert occurs
20 Gope (Traffic below 1.0 Gbps is
detected)
1.0 Gbps
Notice Notice
interval interval
0 e 30 seconds 30 seconds
20/05/26 /g 20/05/26 20/05/26 20/05/26 20/05/26 20/05/26
19:5830 SR 00 15:58:30 20:00:00 20:00:30 20:01:00 20:01:30
20/05/26 20/05/26 20/05/26 20/05/26 20/05/26 20/05/26 20/05/26 20/05/26
18:58:00 20:00:00 20:01:00 20:02:00 20:03:00 20:04:00 20:05:00 20:06:00
Bits captured 25G-A1#2 Port1 A TrafficUtil Alert High A~ TrafficUtil Alert Low

Traffic Utilization Alert Settings

Unit Of Threshold

Bits Per Second (BPS) o Packets Per Second (PPS)

Q[

Lower Alert Threshold ] Gpps v

[ 5 ] Gpps -

Higher Alert Threshold

Analysis Unit 1 seconds

Notice Interval 30 seconds

Lower Alert Threshold : Alerts when traffic volume is below|1.0 Gbps

Higher Alert Threshold :Alerts when traffic volume exceeds|5.0 Gbps

Analysis Unit : 1 second. Alerts are generated if the threshold is
exceeded or remains below during this time.

Notice Interval: 30 seconds. Interval between alerts.

33



Realtime Monitor Function- Alert function linkage® <__ ComnWirth

Linkage to Packet Alerts

Packet Alert Settings

557 C &

1.750 Alerts when a specific source IP address (64.215.171.61) is
detected during capture.

1,500
(*Alert conditions can be set using Ethertype, protocol number,

1.250 . P
port number, pattern match, etc. in addition to IP address.)

1.000

Packet Alert Configuration @

750
Packet alert occurs

. (Detection of relevant packets) Count: :]

/\\

20/05/27
14:38:10

- &

20/05/27
14:38:20

20/05/27 20/0 8 20/05/27 20/05/27 20005727 20/05/27 20/05/27
14:38:40 143 14:32:00 14:35:10 14:39:20 14:39:30 14:35:40

Analysis Unit:

Notice Interval:

1 seconds

Count : Q Alerts are generated if more than this value of
packets are detected during the analysis unit.

Analysis Unit : Time to perform analysis.

Notice Interval | 1 second./Interval between alerts.

20/05/27 20005727 20/05/27 20/05/27 20/05/27 20/05/27 20/05/27 20/05/27 20/05/27 20/05/27 20/05/27
14:38:10 14:38:20 143830 14:38:40 14:38:50 14:38:00 14:35:10 14:39:20 14:39:30 14:3%:40 14:39:50

FrTFv) Oy M TSIy N M )y B ROYTE & Packet Alert
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Packet View displays the last 100 packets information.

It is possible to display a decoding summary (for 100 packets) of the previous packets by sliding the slide bar
(red line at the right end) of the graph in the upper right corner with the mouse.

It is also possible to display their detailed decodes by clicking on each packet summary line.

Packet Viewer | Capture Period: 2020-06-30 16:40:19 ~ 2020-06-30 16:45:33

)
Total Files Total Size Aquisition Period Total Packets Timeline H w‘l ‘I\M'll ” F“‘“u‘ I II'“HHl'H"“U ‘ F"‘U'"I I|'|| H '“\ "|'”H|H| '.‘l‘” “H‘ H' Ml It
5205 162.65 GB 5 minutes 14 seconds 2,217,518,764 (approx) 2020-06-30 16:41:57 ”IMUL.‘ | IH I\ W I ,‘ \'I. \‘”'H.“ L !'I.‘" ‘ | HIVIVYY |u‘\ (l ‘h|
Search: Show 10 « entries
Time Length Mac Address IP Address Protocol/Port VLAN 1 VLAN 2 Info Action
. . Type: TCP o
2020/06/30-16:41:57.444346675 Packet Length: 64 Src: 50.235.0.0 Src Port: 22314 D ID: w.m\xezues\x-;z 0 [Reserved] Seq=5073 Q
Capture Length: 64 Dst: 0.0.0.0 . & Win=822[Malfo...
Dst Port: 0
Packet Length: 64 Src: 04:F4:bc:06:32:50 Src: 248.188.0.0 Typ=UOR
2020/06/30:16:41:57.444346745 Capture Length: 64 PG T TR T ey Src Pan"63676 1D: 1D: 63676 \xe2\x86\x92 45597 Len=18 Q
Dst Port: 45597
Type: TCP
s Packet Length: 64 Src: 04:fA:bc:06:3a:50 Src: 50.236.0.0 R . . 61479 \xe2\x86\x92 0 [NS, Reserved] Seq=1
2020/08/30:16:41:57.444396809 Capture Length: 64 Dst: 00:00:00:00:00:00 Dst: 0.0.0.0 SrcPort 61479 10 0 Win=822, bogu... Q
Dst Port: 0
Packet Length: 64 Src: 04:f4:bc:06:3a:50 Src: 248.189.0.0 L=l
2020/06/30:16:41:57.444346873 . R P Src Port: 63677 1D: 1D: 63677 \xe2\x86\x92 29067 Len=18
Capture Length: 64 Dst: 00:00:00:00:00:00 Dst: 0.0.0.0 rero e = Q
Dst Port: 29067
Type: TCP N
Packet Length: 64 Src: 04:f4:bc:06:3a:50 Src: 50.237.0.0 43606 \xe2\x86\x92 0 [Reserved] Seq=1 Wi
2020/06/30:16:41:57.444346944 Src Port: 43606 1D: 1D:
Capture Length: 64 Dst: 00:00:00:00:00:00 Dst: 0.0.0.0 rero =822, bogus TC... Q
Dst Port: 0
. . Type: UDP
2020/06/30:16:41:57.444347014 E“:“ lf”g'h‘r:"’m ;"t‘_?s‘; 2”‘" Src Port: 63678 ID: ID: 63678 \xe2\x86\X92 23992 Len=18 Q
apeuire Length: sLERLS Dst Port: 23992
. . Type: TCP .
2020/06/30:16:41:57.444347078 Packet Length: 64 Src: 50.238.0.0 Src Port: 12260 D: ID: 12260 \xe2\x86\x92 0 [NS, Reserved] Seq=1 Q
Capture Length: 64 Dst: 0.0.0.0 . =822, bogu...
Dst Port: 0
. . Type: UDP
2020/06/30:16:41:57.444347142 Ea‘t“ Li”g‘h:“’m ;’ct'_i‘f; 901 L Src Port: 63679 ID: ID: 63679 \xe2\x86\X92 40913 Len=18 Q
B SEin Dst Port: 40913
. . Type: TCP e
RN R H YR Packet Length: 64 Sre: 50.239.0.0 e s T 30442 \xe2\x86\x92 0 [] Seq=1 Win=822, bo Q
Capture Length: 64 Dst: 0.0.0.0 . gusTCP ...
Dst Port: 0
. . Type: TCP e
2020/06/30:16:41:57.444347283 Packet Length: 64 Src: 50.240.0.0 Sre Port: 26159 D ID: 26159 \xe2\x86\x92 0 [Reserved] Seq=1 Wi Q
Capture Length: 64 Dst: 0.0.0.0 . n=822, bogus TC...
Dst Port: 0

Packet View Summary Table
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<_ ComWirth

1 Packet L sreiizz,  PETC ) 1
I ength: 13 Src: 04:f4:bc:08: 1645 P [TCP ZeroWind I
2021/07/08:11:3 01 124 Sre Port: _ ow] 443 \xe2\x8
|| 3:00000560337  capture Dst: 00:00:00:0 ?;;;i 443 2z L 6\x92 443 [] Seq Q 1
I Length: 1 0:00:00 I o Dst Port: =1 Wi... I
301 443
e o o o e e e e e e e e
Packet L Type: TC
ength: 12 Src: 04:f4:bc:08: Src:10.1. P [TCP ZeroWind
2021/07/08:11:3 76 124 01 Sre Port: Ip: D ow] 8080 \xe2\x Q
3:00.000655878 Capture Dst: 00:00:00:0 Dst: 10.1. 8080 B 86\x92 8080 [1S
Length: 1 0:00:00 23 Dst Port: eq=1 ...
276 8080
—

Displayed below the packet record

Packet details in the Packet Viewer are
displayed directly below the packet
summary.

Moving up and down the page is no
longer necessary, making it easier to
check detailed information on the
selected packet.

Select

N

Packet L Sre 172, Type: TC I
ength: 13 Src: 04:f4be08: 1615 P [TCP ZeroWind
2021/07/08:113 01 124 Dst:172. Src Port: D: D ow] 443 \xeZ\x8 Q
3:00.000569337 Capture Dst: 00:00:00:0 162120 443 6\x92 443 [] Seq
Length: 1 0:00:00 3 o Dst Port: =1 Wi...
301 443

?N'Cl( ?I\"CHI.‘}E

Frame 6: 1301 bytes on wire (10408 bits), 1301 bytes captured (10408 bits)
Ethernet ll, Src: XenaNetw_08:1c:24 (04:f4:bc:08:1c:24), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)

Destination : 00:00:00_00:00:00 (00:00:00:00:00:00)

Address : 00:00:00_00:00:00 (00:00:00:00:00:00)
LG bit : Globally unique address (factory default)

S | . ... = 1G bit : Individual address (unicast)

Source : XenaNetw_08:1c:24 (04:f4:bc:08:1c:24)

Address : XenaNetw 08:1¢:24 (04:f4:hc:08:1¢:24)
.= LG bit : Globally unique address (factory default)
.= G bit : Individual address (unicast)

Type : IPv4 (0x0800)
Frame check sequence : Oxdb4058ba [unverified]

FCS Status : Unverified

Internet Protocol Version 4, Src: 172.16.1.5, Dst: 172.16.21.200

0100 .... =Version: 4
... 0101 = Header Length : 20 bytes (5)

Differentiated Services Field : 0x00 (DSCP: CS0, ECN: Not-ECT)

In addition, indentation of major items such as MAC address, IP address, and port number

has improved visibility.
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Realtime Monitor Function- One-touch packet extraction function <__ ComnWirth

By clicking on the "magnifying glass icon" of a packet displayed in
the Packet Viewer, you can create a post-filter to extract that

You can move to the Post Filter page with a filter condition regarding clicked packet. Set automatically a filter condition . .

crence o am s or. packet with a single touch.

Select fields to include in the filter condition by checkbox. When toggle a checkbaox, the "filter condition inserted” changes
automatically. If a field is empty, checkbox disables and can’t change it

Post Filter Condition Setting

If you switch to "Both ways”, it is created a filter string that can filter traffics of both ways{Request and Response

:’::Zalg::::'c Post Filter" button to mowve to the Post Filter in a new tab. In addition’ by seIeCting the IIBOth Ways” Option and ChOOSing a
o Oueemn time period from the slide bar in the post-filter window, you can

S — immediately extract packets from a series of socket

#The filter period can be adjusted after going to the Post Filter page. Co m m u n ica t i o n S )

< ]

Frame Length 64
* . . .
Source MAC Address 04745C08 0120 Select HTTP packets from the packet viewer in the figure on the left.
Destination MAC Address 00:00:00:00:00:00
Ether Type 0x0800 . @ StartTimes) 2023/01/31:11:50:57 2] 000000
VLAN ID1 (Outer)
® endtme® (@ | 2023013115057 @ | . | ooooo1
VLAN ID2 (Inner)
Capture Period Delete/Rotation Period
Source IP Address 244.182.01
Capture Range: 2023-01-31 11:45:20 - 2023-01-31 12:20:35
Destination IP Address 248121.02
Packet Limit: @ Enable mj 1 Verbaose Mode: @ Enable m 9
Filter: @ frame.len=642&eth.type=0x0800&&eth.src= 04:f4:bc:08:0:30,00:00:00:00:00:00&&eth.dst= 00:00:00:00:00:00,04:14:bC:08:0f:a0&&ip.src= 244.182.0.1,248.121.0.28&ip.dst= 248.121.0,2,244.182.0,18&ip.proto=68&port.sr=0,08&port. dst=0.0

Source Port 0

Protocol 6
Destination Port 0

Post Filter

4288eth. type=0x0800&&eth src= 04:74:bc08:0F.a0,
00:00:00: 00,04:F4:bc:08:0f-a0&8&ip.src= 244.182.0.1,248.
.182.0.1&&ip.proto=6&&port.src=0,0&&port.dst={,

00:00:00:00&&eth.dst=

st HThe page opens with a filter set to allow extraction of the target packets.

Close

Click the "Go to Post Filter" button to go immediately to the post filter page.
Post Filter Condition Setting
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Post Filter Result Table

Bl MACF L2 A —t1F VLAN1/VLANZ ID IPF L JORILES Fi—k IRT— GTP-U (Inner) fle iy
2020-05-27 19:11:34 930409337 E; = OxDB00/ - - :::j[j; :g ;;% . i E‘;Eﬂ - - 361

*Since "bidirectional" is selected in the settings window on the previous page, the response message to the specified packet can also be extracted together.

The following button under the post-filter result table can be pressed to output the extraction results to a PCAP file

& T NI EBEOPCAPT I ZM— - A
B
» C &
‘_k Download to local machine
example.pcap
T4 WRBOPCAPT S AA—
example.pcap :
example.pca h H & B (WiresharkiB] )
7 IA: example -pcap Ho Time Source Destination Protocol Leneth  Info ~
0__7_/\ ‘ B o - 1 1590574294.923713913 164.71.1.148 202.33.141.44 TCP 82 48748 + 88 [SYN] Seq=8 Win=5848 Len=8 MS5=.
= o A o 2 1598574294.924641928 202.33.141.44 164.71.1.148 TCP 82 80 —+ 48748 [SYN, ACK] Seq=@ Ack=1 Win=5792..
3 1598574294, 925811859 164.71.1.148 202.33.141.44 TCP 68 48748 + 88 [ACK] Seg=1 Ack=1 Win=5792 Len=9
Enter the File name of the PCAP to be exported 4 1590574294, 930499337 164.71.1.148 202.33.141.44 HTTP 361 GET /banner_img/top@4.jpg HTTP/1.08
5 1598574294.931095852 202.33.141.44 164.71.1.148 TCP 74 88 - 48748 [ACK] Seq=1 Ack=288 Win=6432 le..
_— 6 1598574294.932103929 202.33.141.44 164.71.1.148 TCP 1476 8@ + 48748 [ACK] Seq=1 Ack=288 Win=6432 le..
7 1598574294, 933498566 202.33.141.44 164.71.1.148 TCP 1476 80 ~+ 48748 [ACK] Seq=1483 Ack=288 Win=6432..
8 1590574294, 937964006 164.71.1.148 202.33.141.44 TCP 74 48748 + 88 [ACK] Seq=288 Ack=1403 Win=8412.
9 1590574294, 938778124 202.33.141.44 164.71.1.148 TCP 1476 80 ~ 48748 [PSH, ACK] Seq=2805 Ack=288 Win.
18 1598574294.9408319526 202.33.141.44 164.71.1.148 TCP 1476 8@ + 48748 [ACK] Seq=4287 Ack=288 Win=6432..
11 1598574294. 941846883 164.71.1.148 202.33.141.44 TCP 74 48748 + 88 [ACK] Seq=288 Ack=2885 Win=1121. e~
> Frame 1: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
» Ethernet II, Src: SonicMac 14:48:af (00:40:18:14:48:af), Dst: QuantaCo_27:44:75 (00:c0:9F:27:44:75)
> Internet Protocol Version 4, Src: 164.71.1.148, Dst: 282.33.141.44
- Transmission Control Protocol, Src Port: 48748, Dst Port: 8@, Seq: @, Len: @
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Statistics output function

Various statistical information acquired by Sirius can be output in CSV format at the following intervals.

Acquisition Information Output Interval
. . » H H
* Amount of data received (bytes) * Number of unicast frames 1 second (data within the past 1 day)
. . . el e
* Number of packets received * Number of multicast frames 15 seconds (data within the past 1 to 7 days)
. . . elb s
*Number of filtered dropped frames *Number of broadcast frames 1 minute (Data within the past 7 days but less than 1 month)
* Number of dropped frames *5 minutes (data within the past 30 days but less than 4 months)
. .
e L o 15 minutes (data for the past 4 months or more but less than 1 year)
45.0 Gbps « Bits per Second A A B | € | D | E | F | 6 | H | | [ | K| L | M | N | O |
. Bytes per Second 1 |timestamp bytes_recepackets_rpackets_d packets_fiportl_byte part?_byte port3_byte partd_byte ipvd_pack ipv6_pack vlan_pack fcoe_fram other_I3_f tcp_packe
i . 2 2023-01-31 11:00  5E+09 59523084 0 0 1256409 1.256+09 1.25E+00 1.25E+09 50523072 0 0 0 0 59523072
40.0 Gbps AEES (e 3 12023-01-3111:00  5E+09 59523072 0 0 1.25E+09 1.256+09 1.25E+09 1.25E-+09 59523067 0 0 0 0 59523067
Ethe"T)’Pe frames 4 2023-01-31 11:00 5E+09 59523068 0 0 1.25E+09 1.25E+09 1.25E+09 1.25E+09 59523069 0 0 a 0 59523069
35.0 Gbps P Payload Type frames 5 12023-01-3111:00  5E+09 59523070 0 0 1256409 1256+09) 1.25E+09 1.25E+09 50523072 0 0 0 0 59523072
6 2023-01-3111:00  5E+09 59523071 0 0 1.25E+09 1.25E+09) 1.25E+09 1.25E+09 59523072 0 0 0 0 59523072
30,0 Gbps B e e 7 2023-01-3111:00  5E+09 59523071 0 0 1256409 1.256+09 1.25E+00 1.25E+09 50523072 0 0 0 0 59523072
8 2023-01-3111:00  5E+09 59523072 0 0 1256409 1.256+09 1.25E+09 1.256+09 50523072 0 0 0 0 59523072
9 2023-01-3111:00 5E+09 59523072 0 0 1.25E+09 1.25E+09 1.25E+09 1.25E+09 59523074 0 0 a 0 59523074
AW ELTE < Reset Zoom 10(2023-01-3111:00  SE+09 59523075 0 0 1.25E+09 1.25E+09 1.25E+09 1.25E+09 59523074 0 0 0 0 59523074
&, Export 11 2023-01-31 11:00  5E+09 59523073 0 0 1.25E+09 1.25E+09) 1.25E+09 1.25E+09 59523072 0 0 0 0 59523072
20.0 Gbps 12 [2023-01-31 11:00  5E+09 59523074 0 0 1256409 1.256+09 1.25E+09 1.256+09 59523076 0 0 0 0 59523076
13 2023-01-31 11:00  5E+09 59523074 0 0 1256409 1.256+09 1.25E+09 1.256+09 50523076 0 0 0 0 59523076
18N Ghne 14 |2023-01-31 11:00 5E+09 59523076 0 0 1.25E+09 1.25E+09 1.25E+09 1.25E+09 59523076 0 0 a 0 59523076
Export Graph Data 15 2023-01-31 11:00  5E+09 59523076 0 0 1256409 1256400 1.25E+00 1256409 50523076 0 0 0 0 59523076
Filename: SampleExport Lsv

o

v

PR Selected data only @AH data
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The Following management functions are available for captured files by Sirius.

» Information view of capture files

» Delete capture files one by
» Capture file lock
» Split capture file

one

» Merge multiple capture files

» Zip compression of multiple capture files

Selected Files

Show| 10 ~ entries
- Filename s Filesize s
1 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0003.pcap 256 MB
2 Test-Ch1-p1234-10Gx4-2023-01-21-114520-0004.pcap 256 MB
g Test-Ch1-p1234-10Gx4-2023-01-31-114520-0005.pcap 256 MB
4 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0002.pcap 256 MB

Showing 1o 4 of 4 entries

Create Time

2023/01/31 11:45:20

2023/01/31 11:45:20

2023/01/31 11:45:20

2023/01/31 11:45:20

General

Remove Files

Clear Selected Files
Lock/Unlock Files

Split Files

Merge/ZIP and Packet Slice Files

Allows you to select 1 or more files to
merge/zip them into one pcap file.

You can select enable or disable for the
packet slicing as option.

You can merge/zip up to 999 files.

o ] o

Merge PCAP Files

General

Remove Files

Clear Selected Files
Lock/Unlock Files
Split Files

Merge/ZIP and Packet Slice Files

Filename: SampleMerge| .pcap

Packet Slice:

Server is currently merging files. Check Processed Tab for the file once completed.

Search:

Filename %

1 SampleMerge.pcap

Showing 1to 1 of 1 entries

(i ]

File Action & Packet Slice 3 Filesize &

Merge None 1024 MB

x
Show 10 ~ entries 1
Started Time / Finished Time / Elapsed Time ~ « Status & Actions
2023-02-02 11:57:35 / 2023-02-02 11:57:38 / 00:00:03 Completed &

1
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File Lock Function

This function is to disable deletion for individual capture files in Sirius.

Locked capture files are not subjected to be deleted during rotation.
By linking with various alerts, it is possible to keep capture files and analyze abnormal packets.

Captured Files @ # Captured Files € =
Search: o Show 10 ~ entries |12 3 4 5 Next| Last search: o S P + |entries I 2)[3][4] 5] next] | tas
= A s Filesize & Createlline s Actioes - Filename 5 Filesize ¥ Create Time ¥ Actions
1 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0002.pcap 256 MB 2023/01/31 11:45:20 0 x| & 1 Test-Ch1-p1234-10Gxd-2023-01-31-114520-0002.pcap 256 MB 2023/01/31 11:45:20 0 x| &
2 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0003.pcap 256 MB 2023/01/31 11:45:20 0 ¢ & 2 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0003.pcap 8 256 MB 2023/01/31 11:45:20 0 < &
3 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0004.pcap 256 MB 2023/01/31 11:45:20 0 5 & 3 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0004.pcap 8 256 MB 2023/01/31 11:45:20 0 x &
4 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0005.pcap 256 MB 2023/01/31 11:45:20 0x|& > 4 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0005.pcap 8 256 MB 2023/01/31 11:45:20 0 3 &
5 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0006.pcap 256 MB 2023/01/31 11:45:20 [i B 5 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0006.pcap 8 256 MB 2023/01/31 11:45:20 0 x| &
6 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0007.pcap 256 MB 2023/01/31 11:45:20 0 x & 6 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0007.pcap 256 MB 2023/01/31 11:45:20 9 x &
7 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0008.pcap 256 MB 2023/01/31 11:45:20 0 & 7 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0008.pcap 256 MB 2023/01/31 11:45:20 0 = &
s Test-Ch1-p1234-10Gx4-2023-01-31-114520-0009.pcap 256 MB 2023/01/31 11:45:20 0 & 8 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0009.pcap 256 MB 2023/01/31 11:45:20 0 x &
g Test-Ch1-p1 234-10Gx4-2023-01-31-114520-0010.pcap 2561MB 2023/01/31 11:45:20 05 & 9 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0010.pcap 256 MB 2023/01/31 11:45:20 0 &
10 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0011.pcap 256 MB 2023/01/31 11:45:20 0 x| e USSP HLE T A AR e me OZOTETTas20 i 5g s
Showing 1 to 10 of 37,520 entries 1 2 3 4 5 Next Last showing 1 to 10 of 37,520 entries ‘Il i i i i ﬂ st



Management of Captured File Function- PCAP file packet slicing <_ ComnWerth

Each saved PCAP files can be packet sliced.

Follow the steps below to perform packet slicing and downloading.

Captured Files @ &
Search: (i ) Show| 10 + | entries 2 (3| 4a]||5 || Next|]| Last
- Filename s Filesize % Create Time = @t\ctions
1 Test-Ch1-p1234-10Gx4-2023-01-31-114520-0002.pcap 256 MB 2023/01/31 11:45:20 &

' (1 Click on the| 2= | button in the

Download a PCAP File with Packet Slicing Operation Column Of the ta rget F”e.

@ A popup will appear. Enter the slice size
Slices the packets contained in the selected PCAP file into the specified packet size and . . m - - m P .
cowrloads thern in bytes in the|'Packet Slice Size"|field in

% As packet slicing is performed prior to download, large files may require a long processing
time before download can @1. the popup'

s— I e @ Click the/"Download"|button.

% Packet slice size can range from 14 bytes to 10,000 bytes

©)

— *If the size of the PCAP file is large, it may take time to download the
file due to the time required to process the packet slices.
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Network Traffic Flow Settings -Packet Sampling by Flow <__ ComWerth

This function randomly reduces the number of Sirius capture packets based on IP pairs

You can reduce the number of captured packets to 1/32 IP pair by setting the flow packet
rate to“32”.

Calculating statistics more accurately by randomly reducing data based on IP pairs from
large number of packets.

A A AR Packetl : Src=192.168.1.1, Dst=192.168.2.100 Packet Sampling: 1 of 1
Capturing all packets.
Number of Flows (Ch1): 1 - Packetl : Src=192.168.1.2, Dst=192.168.2.100
1 Packet Sampling: 1 of 2
2
— 4 Packetl : Src=192.168.1.3, Dst=192.168.2.100
8
16 L] 3 PCAPFile
EY) .

Number of packets for capture

Packetl : Src=192.168.1.97 , Dst=192.168.2.100 reducing half.

Packetl : Src=192.168.1.98 , Dst=192.168.2.100

Packetl : Src=192.168.1.99 , Dst=192.168.2.100
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Duplicate Packet Elimination Function <_ ComWeirth

Packet Deduplication Settings @

Deduplication
Option:

Hash Comparison: o Entire Ethernet Frame

Entire Ethernet Frame, Except IP TTL Field and IP Header Checksum

IP Packet, Except IP TTL Field and IP Header Checksum ch 1 m Dﬂu pliﬂaﬁﬁn‘ Uff
UDP /TCP /SCTP .

Channel Selection: Ch1

This function detects and eliminates duplicate packets from packets forwarded to each port on the same channel. It
compares the hash values of packets received in a time frame of up to 100 ms and eliminates packets when the hash
values are identical.
You can choose from the following four hash value generation methods.
* Entire Ethernet frame
* Use byte sequence
Use the byte sequence of the entire Ethernet frame
(excluding the TTL field of the IP header and the checksum)
Use the byte sequence of the entire IP packet
(excluding the TTL field of the IP header and the checksum)
Uses the entire UDP / TCP / SCTP header and payload byte sequence

Duplicate packet elimination can be applied to each channel.
Thelsetting statuslis displayed on the Capture Settings screen and Capture Session page.
The number of packets eliminated is counted in the "Number of filtered packets" in the statistics page.

C___________________________________________________________________________________________________________________________________________________________________]
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Alert Function - Traffic Utilization Alert <__ ComnWirth

This function generates an alert when the amount of traffic exceeds or falls below a specified level.
It can be configured for each channel.

Traffic Utilization Alert Configuration €@

Traffic Utilization Alert (Ch1)

Unit Of Threshold Bits Per Second (BPS) O Packets Per Second (PPS)

Lower Alert Threshold 1 Mpps -
Higher Alert Threshold ‘ 5‘ Mpps -
Analysis Unit 1 seconds
Notice Interval 1 seconds
Alert Type Remote Syslog SNMP Trap E-Mail
© File Lock:

Traffic Utilization Alert Setting

*The above image is an example of a setting that generates an alert when the rate falls below 1 Gbps or exceeds 5 Gbps.
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Alert Function- Error Frame Alert <__ ComnWirth

Error Frame Alert Configuration €

Error Frame Alert (Ch1)

Notice Interval 1 minutes
Alert Type Remote Syslog SNMP Trap E-Mail
© File Lock:

Alerts can be output and File locks and SNMP traps can be sent when error
frames are received.

Alerts can be output to| Remote Syslog, SNMP Trap, or E-mail.

Alerts are sent to the administrator upon receipt of an error frame, allowing
immediate detection of network anomalies.
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Time Synchronization Function

Sirius can synchronize the time in the following

three ways

» NTP(Network Time Protocol)
» PTP(Precision Time Protocol)
» Manual setting

System Time Configuration

Peer IP: *21 S,1BG,3.3N Poll: 1024 Iugzn Delay: 79.470 mﬁ Offset: -2.914 (rms)

05 Time:
Card Time:

Different between system time and card
time(Absolute value):

Remote NTP Server:

Capture Card Time Sync

PPS IN Setting:

@ PPs setting information (click to show)

LESS

System Time Configuration

05 Time:
Card Time:

Different between system time and card
time{Absolute value):

Slave NIC:

Profile:

nte @ pr @

Jitter: 4100 (rmsw

Manual @

Protocol:

2023-02-02 13:33:06.353663503 |ST Delay Mechanism:

2023-02-02 13:33:06.353663481 |ST

22ns Domain Number:

asia.pool.ntp.org PTP Delivery:

@ synchronized with software or other status
synchronize card time with OS time without PPS signal (Defa.. =

Master Enable:

Capture Card Time Sync

Cancel Ping Test

PP5 IN Setting:

NTP Setting

@rrs setting information (click to show)

@ PTP feature and parameters information (click to show)

<_ CmWorth

NTP @

PP @

Manual @

Clock 1D: fcafSB.H’fe.OZBSUN Offset: -97.0 HE Delay: 17663.0 ns‘q

2023-02-02 13:35:01.342076528 J5T
2023-02-02 13:35:01.342076505 J5T
23ns

O eth ethi

O Default Profile IEEE1588v2 Telecom Profile G.8265.1

Telecorn Profile G.8275.2

(0] UDP(IPy4)
o Auto

0 v

Ethernet

End To End Peer To Peer

O Aerer para

Q Multicast Slave Unicast Slave

Announce TX Interval: 1 pkufdsec

Announce RX Timeout: 3

@ synchronized with software or other status

Synchronize card time with O5 time without PPS signal {Default) v

e

PTP Setting

Telecom Profile G.8275.1

Cancel Ping Test
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Monitoring Functions <_ CmWirth

SNMP Agent Function

A external SNMP manager can monitor Sirius status with SNMP MIB information.

SNMP Receive Trap Function

Sirius can lock capture files when receiving SNMP Trap from other devices.

SNMP Send Trap Function

Sirius can send an SNMP Trap if getting any status error.

File Lock Event Function

Sirius can lock capture files when sending SNMP Trap from Sirius.

Remote Syslog Function

Sirius can transfer own syslog to external device.

Packet Alert Mail Function

Sirius can send notification by e-mail if Packet Alert function detects matching packet as
configured in advance.
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Channel-to-channel exclusive control function <__ ComnWirth

This is an extended group authorization method that allows assignment of authorization to perform key functions such as capture, capture file
download, post filter, etc., on a per-channel basis.

Permissions to perform key functions such as capture, capture file download, and post-filter can be assigned on a per-channel basis. Each group can
manage the resources of the same chassis by physical port, allowing multiple users to use a single chassis as multiple independent capture systems.
As shown in the figure on the under, users belonging to Group A is only allowed to access physical ports 1 and 2 (channel 1), users belonging to
Group B is only allowed to access physical ports 3 and 4 (channel 2). At the same time, users belonging to Group C can be configured to allow access
to both Channel 1 and Channel 2.t is also possible to flexibly assign various privileges to each group.

Group A — SwiftWing Sirius NDR
[ ] @
Channel 1
.lh .lh accessible # Group A is allowed to access only

channel 1. Group A cannot be

physical ports 1 referenced capture settings and
D D D capture files for channel 2.
Capture file

physical ports 2

Users belonging to Group A

Group B unaccessible
, ’ Channel 2 ]
dib dibh " 3 Group A is allowed to access only
accessible channel 2. Group A cannot be
Users belonging to Group B physical ports 3 referenced capture settings and
Group C capture files for channel .
physical ports 4 Capture file
. . accessible —_— .
.lh .Ih 3 Group C can access both

channel 1 and channel 2.

Users belonging to Group C
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